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Foreword

This Draft Standard for Trial Use (DSTU) has been developed as a joint effort between the
American Society of Civil Engineers (ASCE) and the American Water Works Association
(AWWA) with technical input from the Water Environment Federation (WEF), in
accordance with ASCE Rules for Standards Committees. The consensus process includes
balloting by a balanced standards committee and reviewing during a public comment
period. This DSTU will be reviewed and considered for approval as an American National
Standard upon completion of the six-month public comment and trial use period.

The provisions of these documents have been written in permissive language and, as such,
offer to the user a series of options or instructions, but do not prescribe a specific course of
action. Significant judgment is left to the user of these documents.

These guidelines use common U.S. units with the International System of Units (SI) in
parenthesis. This approach is in the best interest of ASCE, AWWA, and WEF at the time of
development of this Draft American National Standard for Trial Use.

Purpose of the Guidelines

This Draft American National Standard for Trial Use (DSTU) applies to physical security for
facilities used in potable water source, treatment, and distribution systems.

Background of the Development

Highlights related to the creation of all the Water Infrastructure Security Enhancements
(WISE) guidance documents and/or standards in the early years of the twenty-first century
are summarized below:

(1) Under the U.S. Public Health Security and Bioterrorism Preparedness and Response Act
of 2002 (PL 107-188), drinking water utilities serving more than 3,300 customers were
required to conduct vulnerability assessments (VAs) of their water systems. These VAs
often recommended security improvements to reduce the risk of malevolent acts (which
may also reduce the risk associated with natural events). Similar requirements for
wastewater utilities have yet to be promulgated, but the protection of wastewater utility
facilities using similar approaches has been promoted by the U.S. Environmental Protection
Agency (USEPA) and various industry organizations. In addition, ASCE, AWWA, and WEF
agreed to work together to develop materials to assist in the implementation of security
recommendations and the overall improvement of water and wastewater infrastructure
security. The project was funded by USEPA under a cooperative agreement to foster
public/ private partnership in water and wastewater security. This project is known as the
USEPA Water Infrastructure Security Enhancements (WISE) Project.

(2) The three organizations each became responsible for a portion of the project: AWWA led
the drinking water supply, treatment, and distribution systems effort; WEF led the
wastewater and stormwater collection, treatment, and disposal systems effort; and ASCE
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led the effort concerning the methodology and characteristics pertinent to design of
contaminant detection and monitoring systems for both water and wastewater systems.

(3) Phase 1 of the USEPA WISE project focused on the creation of Interim Voluntary Security
Guidance documents (ASCE 2004, AWWA 2004a, and WEF 2004). The purpose of these
documents was to provide a centralized starting point for utilities as they integrate modern
security practices into the management, operation, construction, or retrofit of their water,
wastewater, and stormwater systems. Training materials were developed in Phase 2 to
disseminate the information contained in the Phase 1 guidance documents.

(4) Under the direction of USEPA, Phase 3 focuses solely on the development of physical
security guidelines for water, wastewater, and stormwater facilities. These voluntary
consensus guidelines are to be published as Draft American National Standards for Trial
Use through ASCE’s and AWWA'’s American National Standards Institute (ANSI)-
accredited standards development process. The primary reviewers were within the ASCE
WISE Standards Committee (SC), Water Supply Subcommittee, Wastewater and Stormwater
Subcommittee, and the USEPA /ASCE/ AWWA /WEF WISE Project Phase 3 Team.

(5) The sections compiled in these guidelines are intended to provide direction to water
utilities on how to design or retrofit their infrastructure, with consideration given to their
unique circumstances and threats. A discussion of the various security threats and incidents
that have occurred at water and wastewater utilities is provided in an American Water
Works Association Research Foundation (AwwaRF) report by Welter (2003). This document
can provide additional information in the assessment of security measures for utilities.

(6) The USEPA Water Security Working Group presented its report on Water Sector Security
Findings to the National Drinking Water Advisory Council (NDWAC) on May 18, 2005
(WSWG 2005). Those findings include fourteen features of an “active and effective” security
program. These guidelines address the following NDWAC features, which discuss physical
security:

(a) Establish physical and procedural controls to restrict access to utility
infrastructure to only those conducting authorized, official business and to detect
unauthorized physical intrusions.

(b) Incorporate security considerations into decisions about acquisition, repair, major
maintenance, and replacement of physical infrastructure; this should include
consideration of opportunities to reduce risk through physical hardening and the
adoption of inherently lower risk design and technology options.

(7) These guidelines should be implemented in concert with the other features and
approaches described in the NDWAC Report (WSWG 2005).

Use of this Draft American National Standard for Trial Use
Major points for the trial use of this document imply:
(1) It is the responsibility of the user of an ANSI standard or guideline to determine that the

products and approaches described in the standard or guideline are suitable for use in the
particular application being considered.
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(2) To effectively use these draft guidelines, a water utility should first complete a VA of its
system. This VA should be completed in accordance with a generally accepted methodology
such as the Risk Assessment Methodology for Water (RAM-W™™), the Vulnerability Self-
Assessment Tool (VSAT™), or other acceptable method. The resulting information will
guide the utility in defining the capabilities and motives of its design basis threat (DBT) and
in ranking each facility’s criticality within the system. The VA will also help to define the
anticipated response time and response capability that, with the capabilities of the DBT, will
characterize the robustness required for an effective security system.

(3) The selection and recommendation of the physical protection approaches and measures
contained in these guidelines are best engineering practices based on the collective
experience and judgment of the WISE Standards Committee members. The physical security
measures should be combined with management policies, operational procedures, and
network security systems to form a comprehensive security system that provides multiple
layers of protection or “protection in depth” for critical assets.

(4) These guidelines contain information that utilities should consider when applying
specific security technologies and methods to individual facilities or assets. These are

described in Sections 2.0 through 7.0, which, in conjunction with the Foreword,

1.1 Introduction and its subsections, and Appendices in this document, can be used as
standalone documents.

() It is important to recognize that a physical protection system should be designed as a
site-specific system integrated into facility operations, response force capabilities, and the
overall utility's security system to ensure that there are no gaps in protection. Furthermore,
simply implementing the recommendations contained herein is no guarantee that an
adversary cannot compromise a specific facility or critical asset.

Special Issues

(1) These guidelines describe physical security approaches to delay or detect malevolent
parties whose actions may otherwise defeat the mission of the utility. Enterprise-wide
security approaches, while extremely important to any balanced security system, are
beyond the scope of these guidelines. These approaches include management policies,
administrative procedures, operational practices, and network security approaches,
including supervisory control and data acquisition (SCADA) networks. Contaminant
detection and monitoring systems, although briefly referenced in these guidelines, are also
best employed as an integrated, enterprise-wide system. Guidance on enterprise-wide
security approaches is provided in the USEPA WISE Phase 1 Interim Voluntary Security
Guidance documents (ASCE 2004, AWWA 2004a, and WEF 2004).

(2) Added water security is beneficial for continuity of business, protection of water quality,
provision of sufficient water quantity, and protection of public health and safety. Thus,
when implementing the security measures provided in these guidelines, the multiple
benefits should be taken into account by utility staff and other stakeholders.

(3) Within the scope of this document, domestic and international terrorists have been
considered a special category of design basis threats. With significantly enhanced tool and
weapon capabilities, terrorists may be politically or ideologically motivated to cause
maximum human casualties, often without regard for the terrorist’s personal survival.
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Effectively protecting a facility from such a threat requires specialized security knowledge
and equipment, and response forces typically not available to utilities. A utility that
concludes it is facing such a threat should seek guidance from specialized security experts
and/or enhance its emergency response planning and execution to mitigate the
consequences of such a terrorist attack. Strategies to counter such a defined threat may
require higher-level measures than described in these guidelines.

Disclaimer

The information presented in this Draft American National Standard for Trial Use guidance
document is intended to assist water utilities as they strive to improve the safety and
security of their facilities, their employees, and the public. While the strategies and methods
described can reduce risk and enhance response and recovery actions, they cannot
guarantee that any possible act of vandalism, violence, or terrorism will be prevented or
stopped. As such, those responsible for the content and publication of this document can
provide no guarantees for the performance of any actions taken in response to this
guidance.

This document has been prepared in accordance with recognized engineering principles and
should not be used without the user’s competent knowledge for a given application. The
publication of this DSTU is not intended to warrant that the information contained therein is
suitable for any general or specific use, and those responsible for the content and
publication of this document take no position respecting the validity of patent rights. The
user is advised that the determination of patent rights or risk of infringement is entirely
their own responsibility.
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1.0 Application of Guidelines

1.1 Introduction

These water utility guidelines recommend physical and electronic security measures for
physical protection systems to protect against identified adversaries, referred to as the
design basis threats (DBTs), with specified motivation, tools, equipment, and weapons.
Additional requirements and security equipment may be necessary to defend against
threats with greater capabilities.

1.1.1 Elements of a Physical Protection System

Effective physical and electronic protection systems balance four elements (AWWA 2004a):
deterrence, detection, delay, and response.

1.1.1.1 Deterrence

Security measures such as lighting, the presence of closed circuit television (CCTV), a clearly
visible facility with no visual obstructions, or people in the area may deter an adversary
from attacking a facility. Deterrence is not generally considered a part of a physical
protection system with a predictable level of effectiveness; however, it can reduce the
occurrence of crime or low-level vandal attacks.

1.1.1.2 Detection

Security measures such as sensors are intended to detect the presence of an intruder. An
effective detection system should include electronic features such as sensors as well as
cameras or visual observation for assessment of alarm validity. Depending on the types of
sensors, a detection system may include lighting systems, motion detectors, monitoring
cameras, access control equipment, or other devices.

1.1.1.3 Delay

Security features such as physical barriers are designed to delay an adversary until a
response force can interrupt the adversary’s actions. Delay features consist primarily of
physical hardening devices often employed in multiple layers to provide protection in
depth. Delay features are only effective when placed within a layer of detection.

1.1.1.4 Response

(1) Response refers to actions taken to interrupt the adversary’s task. Utility staff, the
utility’s security response force, or law enforcement may carry out the response with the
appropriate responder dependent on the threat and policy of the utility.

(2) The capabilities of the responders to a security event, including number, authority, and
weaponry, should be greater than the capabilities of the perceived threat to the facility. The
appropriate response force should be identified during the facility’s vulnerability
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assessment (VA) with notification, communication, and protocol requirements established
in the utility’s emergency response plan or similar plan.

(3) Figure 1-1 illustrates the interaction of detection (at the perimeter fence and exterior
door), delay (fence, exterior door, and interior door), and the response time to an
adversary’s sequence of actions. This figure was originally developed by Mary Lynn Garcia
of Sandia National Laboratories and uses a thief (that is, a criminal) as the DBT to illustrate
the time required for delay. Utilities should develop their own time sequence as part of their
vulnerability assessment process.

Perimeter Door
Detection Detection
N
Il !II I‘l Il't \'\\\ = ‘li Ilu III II‘I \‘:\ =\ !li I‘. Ill Illt ‘ll\\\ LR
Task Task Task Task Task Task Task
. 1 2 ol 3.1 4. 1 5 6 o 8
Total |« Task 8 <
Time
3 Minutes
Time Estimate
Task Time Cumulative Time Adversary
Task  (minutes) (minutes) Task Description Response
1 0.1 Climb over fence 1st Alarm
2 0.3 0.4 Run 250 feet (76 m)
3 0.8 1.2 Force door 2nd Alarm Effective
4 04 1.6 Walk 150 feet (46 m) response
5 0.2 1.8 Cut door lock time
6 0.1 1.9 Walk to asset Response Force Arrives
7 0.2 2.1 Disable asset Stop Adversary
8 09 3.0 Escape
3.0 Total Time
FIGURE 1-1

Concept of Delay Calculation (adapted from Garcia, 2001)

DECEMBER 2006

GUIDELINES FOR PHYSICAL SECURITY OF WATER UTILITIES

1-2



1.1.2 Design Basis Threat

DBTs considered in these guidelines address persons who intend to interrupt the water
treatment or delivery processes, contaminate the water, or trespass on the water utility
property in order to commit a malevolent act. The following subsections summarize the
objectives, motives, and fundamental security approaches for each DBT used in this
guideline. Table 1-1 contains additional information on the objectives, motives, and
capabilities of DBT levels. The table also elaborates on the differences between base and
enhanced DBT levels.

1.1.2.1 Vandal

(1) Vandals are intent on defacing, damaging, or destroying property. They primarily seek
targets of opportunity, using stealth to avoid detection. Adversaries in this group do not
intend to injure or kill people (although such may occur as an accidental result of their
actions), and are assumed to be unarmed.

(2) Security approaches for a base-level vandal threat generally consist of placing physical
barriers between the assets and public areas, and visual detection of intruders by utility staff
or the general public. Use of appropriate perimeter fences and gates, adequate perimeter
and area lighting, and hardened locks often provides sufficient deterrence from all but the
most motivated vandals. Where the damage that could be caused by vandals is of relatively
low cost to repair, utilities should consider whether it is more cost-effective to focus on
consequence mitigation, that is, the repair or replacement of assets, than investing in
expensive security systems and protective measures.

(3) An enhanced threat created by a more intense or invasive vandal (one consisting of a
greater number of individuals that plan the activities or that has access to larger or more
capable tools) requires security approaches that detect and delay the intruder until the
appropriate response force can stop the threat. These measures are generally only
appropriate when the value of the assets is sufficient that consequence mitigation is a more
costly or an unacceptable approach. Liability issues should also be considered.

1.1.2.2 Criminal

(1) The primary motivation for a criminal is the desire to obtain equipment, tools, or
components that have inherent value and can be sold. Criminals typically use stealth to
avoid apprehension, and response times should focus on the time for the adversary to
obtain the asset. Depending on the level of desperation or sophistication, criminals may be
armed and willing to injure or kill to accomplish their objectives.

(2) Protective approaches against the base level of criminal threat with limited hand tools
are focused on deterrence and delay. Visual barriers act as a deterrent to prevent the
detection of assets by an opportunistic criminal. Prevention or delay of the removal of
equipment and other targets can result from physical separation from public areas,
adequate lighting, and physical barriers such as fences, protected heavy-duty locks, high-
quality doors and strikes, cabinets, and similar features. Multiple layers of protection
provide additional delay to the adversary in completing his objective. Replacement or repair
of some equipment in lieu of extensive security systems may be an appropriate and cost-
effective approach.

DECEMBER 2006
GUIDELINES FOR PHYSICAL SECURITY OF WATER UTILITIES 13



TABLE 1-1

Design Basis Threat Capability Matrix

Characteristic

Vandal

Criminal

Saboteur

Insider®

Objective Damage, deface, or destroy targets of Theft of valuable assets Disruption, destruction, or Property damage, theft, disruption,
opportunity contamination; destroy public destruction, or contamination
confidence in utility/governmental
agency
Motivation Thrill, dare, grudge Financial gain, grudge Political, doctrinal, or religious causes, Revenge, financial gain, political cause,

grudge collusion with outsider
Base Enhanced Base Enhanced Base Enhanced Base Enhanced
Planning/system | Little or none Possible Little, opportunistic | Definite Definite Definite Limited access to Extensive access
knowledge equipment, to equipment,
facilities, SCADA, facilities, SCADA,
or networks networks, and
security systems;
greater system
knowledge
Weapons None None Unlikely Knives, hand Knives or hand Automatic and Unlikely Knives, hand
guns, or rifles guns, toxic semi-automatic guns, or rifles,
materials weapons, toxic toxic materials
materials
Tools and Readily available Basic hand tools Hand tools or Sophisticated Basic hand tools Unlimited variety Tools or Tools or
implements of hand tools or (e.qg., pliers, wire readily available hand and/or (e.q., pliers, wire of hand, power, equipment equipment
destruction equipment cutters, hammers, | tools or equipment | power tools cutters, hammers, | and thermal tools || available at the available at the
available at the crowbars), at the facility (as crowbars) (including tools facility. facility.
facility, spray paint | baseball bats, or needed) such as cutting
firecrackers. torches,
contaminant
agents, IEDs and
IIDs)
Contaminants None Possible None None Probable Probable Possible Possible
Asset damage Minimal Possible Minimal Possible Possible Significant Significant Significant
Injuries None Possible Possible Possible Possible Possible Possible Possible
(unintentional)
Fatalities None Possible Possible Possible Possible Possible Possible Possible

(unintentional)

The insider may possess similar objectives or motivations to the other DBT categories, but will have access to facilities without causing suspicion. Insiders include: employees, vendor
representatives, delivery persons, consultants, and onsite contractors.

DECEMBER 2006

GUIDELINES FOR PHYSICAL SECURITY OF WATER UTILITIES

1-4




(3) Equipment with significant monetary or mission-related value that the utility determines
must be protected from an enhanced criminal threat with significant planning or substantial
hand, power, and possibly thermal tools requires a security system that detects the
adversary and physically delays the theft until the appropriate response force arrives.

1.1.2.3 Saboteur

(1) A saboteur is typically motivated by political, doctrinal, or religious causes, although
revenge may also be a motivation. These individuals primarily use stealth to achieve their
objectives, but they can be armed and willing to injure or kill others if threatened. The
saboteur is bent on damage or destruction of the utility’s facilities or generating a lack of
public confidence in the utility’s ability to protect the public. Effectively defeating a saboteur
may require a response force more robust than that typically needed for the other DBT
categories and may require the capabilities of a trained Special Weapons and Tactics
(SWAT) team.

(2) The difference between a base and enhanced level of threat from a saboteur is defined by
the capabilities and methods. The base saboteur threat often possesses simple tools and
attempts to either contaminate the water system by introducing a toxic compound or
damage the facility components to prevent its operation. The security approach for
defeating this threat is to detect the intruders, quickly assess that the intruders are a threat,
and delay them until a response force interrupts their actions.

(3) Additional physical delay features are required to adequately impede an enhanced
saboteur threat with more sophisticated tools and weapons, which can include explosives,
and the ability to not only contaminate the water but also to destroy critical facilities.
Depending on the capabilities of the saboteurs, security features may be required to resist an
attack from an improvised explosive device (IED) such as a pipe bomb or an improvised
incendiary device (IID).

1.1.2.4 Insider

(1) An insider is a person with knowledge of the utility who has access to the facilities or
portions of the system as part of his or her daily work activities. Insiders may be disgruntled
employees or contractors with employee-level access and may be armed. Insiders may also
include personnel being manipulated by or working in collusion with criminals or
saboteurs. Objectives of insiders may include compromising the effectiveness of the utility
facilities, contaminating the public water supply, humiliating the utility’s management,
stealing records or other information, stealing items of value (for example, tools, money,
parts, computers, or televisions), or injuring other employees.

(2) The approach for preventing insider threats includes effective control of staff access to
critical areas through management policies (for example, a two-person access rule) and
possibly an electronic access control system (for example, individualized card readers) to
document entry. Access to the facility’s supervisory control and data acquisition (SCADA)
and other instrumentation and control software and hardware should also be controlled.
Effective access control to prevent insider tampering is typically achieved through tiered
access strategies, such that higher levels of access rights are necessary to access increasingly
more critical physical areas or software systems. This should be combined with background
checks to ensure only trusted individuals have access to critical assets. Consequence
mitigation should also be considered.
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(3) An enhanced insider threat has more in-depth system knowledge and generally has a
higher level of access rights to critical equipment, facilities, SCADA, computer networks,
and security systems. Protection from an enhanced threat requires additional management
policies, increasingly more robust electronic access control, and computerized monitoring
systems where consequence mitigation is unacceptable. Management policies are not
addressed in these physical security guidelines; however, the physical security elements
that complement those policies are presented.

1.2 Methodology for Applying These Guidelines

This section, “Methodology for Applying These Guidelines,” applies to all subsequent
sections in this document and contains instructions that describe the basic steps for its use.
This section also contains information that utilities should consider when applying the
overall guidelines to their specific facilities and needs. Sections 2.0 through 7.0 describe
specific security technologies and methods that can be applied to individual facilities or
assets. These sections, in conjunction with the Foreword, 1.1 Introduction and its
subsections, and Appendices in these guidelines, can be used as standalone documents.

1.2.1 Instructions for Applying These Guidelines

The following steps list, in order, the actions a utility should take as it applies these
guidelines to its facilities. Figure 1-2 presents an example of a decision tree a utility would
use as it follows these steps for a particular asset.

1.2.1.1 Step 1-Vulnerability Assessment

(1) Complete a water system-wide VA and define the following:
(1) Critical assets to be protected
(2) DBT and its capabilities and motives
(3) Response force capabilities and response time

(4) Recommended security approach to reduce risk

(2) Several methodologies have been developed to assist utilities in completing vulnerability

assessments. These include:

(1) Risk Assessment Methodology for Water Utilities (RAM-W™) developed by Sandia

National Laboratories in partnership with the American Water Works Association
Research Foundation (Sandia Corporation 2002)

(2) Vulnerability Self-Assessment Tool (VSAT™) developed by the Association of
Metropolitan Sewerage Agencies (AMSA, which is now known as the National
Association of Clean Water Agencies <NACWA>) (NACWA 2005)

(3) “Asset Based Vulnerability Checklist for Wastewater Ultilities,” produced by AMSA

(NACWA 2002)
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Step 1 -
Complete VA

Step 2 -
Characterize DBT

A

Step 3 -
Identify Security
Measures

Step 4 -
Consider
Consequence
Mitigation

l

FIGURE 1-2
Example Decision Tree
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System VA Defines:
Critical asset: Aboveground Water Storage Tank

2. Capabilities and Motive of the DBT:

Local kids intent on vandalism using hand tools and
spray paint.

Response force: Local police, 15 minute response time

l

DBT Matches: Base Vandal Threat

'

Benchmark Security Recommendation:
Basic perimeter fence (chain link)

Is
Recommended

Consider
No: Local codes

No: Neighbors o tal
do not allow have aesthetic mam_en 3
fences Meagure concems Fencing
Approprlatt_e _for (alternate
Site-specific physical security
Consider Conditions?

measure)
Enhanced

Lighting and
CCTV
Surveillance
(alternate physical
security measure)

Is
Recommended

Consider
applying a surface

Measure that allows easy
Cost-effective for the removal of graffiti
Risk Reduction* (consequence

Achieved?

mitigation)

*Note:Risk reduction
incorporates the likelihood
of a successful attack and
the consequence or damage
resulting from an attack

Install
Recommended
Measure
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(4) “Security Vulnerability Self-Assessment Guide for Small Drinking Water Systems,”
prepared by the Association of State Drinking Water Administrators and National
Rural Water Association (ASDWA 2002)

(5) “Protecting Your Community’s Assets: A Guide for Small Wastewater Systems”
published by the National Environmental Training Center for Small Communities
(NETCSC 2002)

The last three documents are suited primarily for small utilities with a limited number of
assets.

1.2.1.2 Step 2 - Design Basis Threat

(1) Compare the DBT identified in the VA to the DBT levels described in 1.1.2. Select the
appropriate DBT category (more than one may be selected): vandal, criminal, saboteur, or
insider.

(2) Within each of these DBT categories (see Table 1-1), determine whether the base level or
enhanced level of security is appropriate.

1.2.1.3 Step 3 - Identify Security Measures

(1) Using the security measures table contained within the appropriate facility section of
these guidelines, locate the column that applies to the selected DBT category at either the
base level or enhanced level to identify the recommended physical and electronic security
measures. Ensure that the appropriate level of protection is applied consistently to all
elements of the facility to avoid any weak points.

(2) Compare VA-recommended security approaches to the recommendations in the table
and determine whether changes to the recommendations are warranted.

(3) Deviations may be appropriate for a DBT that is defined differently (for example, with
greater capabilities) from those presented in 1.1.2. Based on an analysis of the DBT’s
capabilities and the anticipated response time for an adequate response force, a utility may
determine that it is necessary to apply the recommended enhanced level measures plus
additional security measures to provide a greater or more consistent level of security.

(4) Deviations may also be appropriate based on specific site conditions or external
requirements (for example, local ordinances, standards, or codes), the criticality of the asset,
or the response time or capability of the responders. In these cases, the utility should
consider alternate security measures that accomplish similar objectives to the measure
recommended in the table. Where certain measures may be less desirable (such as the
barbed wire in a residential neighborhood), they may be offset by other measures (such as
providing natural surveillance that may deter intruders averse to being caught in the act).

1.2.1.4 Step 4 - Consider Consequence Mitigation

(1) Consider the costs of the recommended security features and determine whether
mitigation of the consequences is more cost-effective than applying the recommended
security measures. A utility may wish to reduce the amount of physical hardening and
electronic security (such as secure fencing, hardened doors and windows, closed-circuit
television cameras) that is applied if it is more feasible, reliable, and cost effective to repair
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or replace a damaged asset. For example, a utility may decide to bypass a booster pumping
station or use a portable pump located off-site in the event that a permanent pump is
damaged instead of implementing additional security measures.

(2) As illustrated in Figure 1-3, a cost-risk reduction curve can be a useful tool in
determining the point at which the risk reduction associated with implementing additional
security measures is marginal (WEF 2004). Management and operational measures to lower
consequences are important elements of a utility or facility security plan that are not
addressed in these guidelines.

A

c

lg

- Advanced
Q Peri

3 erimeter
- Develop Emergency Detection
& Response Plan System
v Camera

7] Develop Security System

¢ | Policies and

- Procedures

0

Q

'§ ~ Door Contact Alarms

o

Improved Locks and
Door Hardware

Risk Reduction

FIGURE 1-3
Typical Cost-to-Risk Reduction Curve (taken from Exhibit 1-13, WEF 2004)

1.2.2 Additional Information to Assist in Applying These Guidelines

The following sections provide additional information that will be helpful as the subsequent
sections of these guidelines are reviewed and considered for implementation.

1.2.2.1 New and Existing Facilities

(1) These guidelines can be applied to new and existing facilities. For new facilities, the VA
to identify the key assets and appropriate DBT should be conducted during the early design
phases, for example, during conceptual design, and should be consistent with the VA for the
utility’s other facilities. In addition to incorporating the appropriate security measures
identified in these guidelines into the design, consideration should be given to using
security-focused design approaches. Examples would include limiting routes of access to
critical assets, selecting building materials that are less prone to vandalism or forced entry,
arranging building orientations to provide visual site control, providing redundant critical
assets, and locating redundant critical assets in nonadjacent areas.
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(2) Most of the security measures can be applied as retrofits to an existing facility. The
exceptions are those measures that require minimum site dimensions to be effective (for
example, double-layer fencing or set-back distances) or are dependent on other site-specific
conditions (for example, landscaping or site lighting). In applying these guidelines to
existing facilities, a utility should ensure that a consistent protection layer is achieved; for
example, the delay capability of a pry- or break-resistant door added to a facility should
match the resistance provided by the facility’s other doors, windows, walls, and roof.

1.2.2.2 Local Codes and Required Aesthetics

The application of these guidelines needs to consider local codes, ordinances, restrictive
covenants, and aesthetic requirements. For example, local codes may limit the extent and
intensity of site lighting. Required aesthetics may limit the height or material type of a fence,
or it may not be appropriate to use a fence with outriggers and barbed wire for a facility that
is located in a park-like or residential neighborhood setting.

1.2.2.3 Assets Not Under Utility Control

These guidelines apply only to assets that are within the control of the utility. For critical
assets that are not owned by the utility, the utility needs to coordinate protection of the
assets with the owning parties.

1.2.2.4 Balance of the System

Where multiple facilities are located in a single complex, consider the security measures
needed for each type of facility and integrate the measures to provide the most effective
approach.

1.2.2.5 Value of the Asset

The relative value of an asset or facility is determined through the VA process and may be
contingent on perceived or actual monetary value, value to the process, value to the
community, or potential consequences if out of service. A higher value asset may warrant
enhanced security measures when compared to a lower value asset.

1.2.2.6 Levels of Security Measures

Each section of this document recommends security measures for base and enhanced levels
in each DBT category that are deemed appropriate to a wide range of facility types. The
choice between applying the base level or enhanced level of security depends upon the DBT,
the criticality of the asset, and the response time and capability of the responders. It may be
appropriate for a utility to apply security features in excess of those identified as enhanced.
It may also be appropriate for a utility to apply alternative solutions to achieve a similar
level of security for all facilities.

1.2.2.7 Response Time and Capabilities

If the anticipated response time is high or if the response capability is low, additional
security measures may be warranted.
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2.0 Raw Water Facilities

2.1 Scope

(1) This section of this Draft American National Standard for Trial Use covers raw water
facilities that are components of a municipal drinking water system and under the control of
the utility. It is limited to surface raw water facilities: river and lake intakes, pipelines and
canals that are used to convey raw water, valve vaults and control structures used on these
transmission lines and structures, and other facilities upstream of the treatment plant. It
does not include wells or pumping stations, as these facilities are addressed in Section 3.0. It
also does not include chemical feed facilities — these are addressed in the water treatment
plant section (4.0).

(2) This section establishes benchmark physical and electronic security features for
protecting raw water facilities from vandal, criminal, saboteur, and insider threats. Threats
and malevolent acts of concern include damage or destruction of individual facilities, or
introduction of a chemical or biological agent that contaminates the water supply.

(3) A dam is commonly a raw water facility that may be under the control of a utility. Large
reservoir dams are not addressed in this guideline because destruction of dams is
considered a terrorist activity and therefore is not within the capability of the design basis
threats of this guideline. Dam appurtenances can be protected in a similar manner to other
raw water appurtenances described herein. Small dams, including diversion dams, can be
protected using the approaches outlined for other raw water facilities and, therefore, are
addressed in this guideline.

2.2 Facility Mission

The mission of this facility is to provide a supply of water to treatment plants. The facilities
include storage reservoirs, basins, intakes, pipelines, and valve vaults. Generally, the
facilities are not continuously staffed. They may be visited periodically by staff so that the
staff can check the facilities, perform maintenance activities, conduct raw water monitoring,
and respond to alarms. The facilities are often isolated from the general public, although in
some cases, raw water impoundments and rivers are popular recreation areas. These
facilities may vary greatly in size, from large raw water reservoirs covering many acres to
smaller conveyance structures. The security strategy for a given facility may vary depending
on its size. For example, installation of a continuous perimeter fence may not be feasible at
facilities with large areas. In these cases, alternate security strategies should be employed.

2.3 Philosophy of Security Approach

(1) An effective security approach for raw water facilities includes equipment or systems to
deter, detect, delay, and respond to a threat prior to an adversary achieving its objective, or
mitigation of the consequences of a successful attack by the threat. The equipment and
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systems for successful detection and delay of a threat should be matched to the capabilities
of the DBT, which are usually established during a facility’s VA. In addition, equipment and
systems should be selected bearing in mind that the adversary must be adequately delayed
until the utility’s identified response force arrives.

(2) DBTs considered in this guideline include vandals, criminals, saboteurs, and insiders.
Characteristics and capabilities of the two levels of threats —base and enhanced —upon
which the benchmark security measures in this guideline are based, are presented in
Table 1-1, Design Basis Threat Capability Matrix. Threats with capabilities less than or
greater than those identified in Table 1-1 require a less or more robust security system as
appropriate. Physical security measures are recommended without regard to cost or other
factors that may preclude their implementation.

(3) Benchmark security measures for deterrence, detection, and delay are provided in this
guideline. Approaches for consequence mitigation are presented in the Interim Voluntary
Security Guidance for Water Utilities (AWWA 2004a) and are not addressed here.

2.4 Benchmark Security Measures

(1) Table 2-1 establishes the benchmark measures for a recommended security system to
deter a threat or detect and delay the threat until the appropriate response force arrives. If
the threat includes more than one DBT, for example, an enhanced criminal and a base
insider, the security system should include the recommended security measures for both
threats. Recommended security measures for a specific DBT are indicated with a check mark
(¥). A security measure without a check mark for a specific DBT indicates that either the
security measure is not recommended or a more robust security measure is recommended.
The security measures of Table 2-1 have been grouped into the following categories:

e Perimeter (reservoir impoundments, intake structures, raw water pumping stations,
open channels)

e Site (area between perimeter and facility structures)

e Facility Structures

e Water Quality Monitoring

e Closed Circuit Television - Alarm Assessment (fixed cameras)

o Closed Circuit Television - Surveillance (pan-tilt-zoom [PTZ] cameras)
e Power and Wiring Systems

e Supervisory Control and Data Acquisition (SCADA) - Physical Security

(2) Security decisions are site and utility specific, and the measures identified in the table are
good practice options to be considered, not rules to follow. Additionally, the measures
presented in the table are for typical raw water facilities. Facilities with different attributes
or threats with capabilities in excess of the descriptions in Table 1-1 may require additional
or more robust security measures. Appendix A provides additional details on security
measures (specific sections are referenced in Table 2-1 where applicable).
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(3) Special considerations may be warranted for:

e Large dams because of their potential public safety implications and because they are
not addressed within this guideline

¢ Raw water components that do not have redundancy such as single raw water
transmission pipelines

¢ Facilities with public access such as intakes on rivers or impoundments
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TABLE 2-1

Benchmark Security Measures for Raw Water Facilities

System
Objective® Vandals Criminals Saboteurs Insiders
- S Applicable Sections
. © b Base Enhanced Base Enhanced Base Enhanced Base Enhanced in Appendix A,
Security Measure 8 § Level Level Level Level Level Level Level Level Physical Security
8 Elements
Perimeter (reservoir impoundments, intake structures, raw water pumping stations, open channels)
Basic perimeter fencing or (] v 1.0,11,81
perimeter walls
Enhanced climb/cut-resistant o v v v v v 1.2,1.4,15
fencing or walls
Foundation enhancements for o v v 1.7
fencing to prevent tunneling
Bollards or vehicle barriers limiting o v 5.0
vehicle access
Intrusion detection at perimeter ® v v v v 1.6,3.0,7.0,9.1, 9.2,
11.0
Key-locked entrance gate v v v v 2.1,10.2
Entrance gate controlled by using Y v v v v 2.2,2.3,10.3,10.4,
access control system 10.5
Intercom and remotely controlled ) ) v v v v 22,23
electronic gate lock for visitors
Guardhouse and manned entrance o [ v
gate to control site access
Perimeter site lighting v v v v v v 7.0
Gate entrance lighting v v v v 7.0 (4), (5), (6)
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TABLE 2-1
Benchmark Security Measures for Raw Water Facilities

System
Objective® Vandals Criminals Saboteurs Insiders
- S Applicable Sections
. © b Base Enhanced Base Enhanced Base Enhanced Base Enhanced in Appendix A,
Security Measure 8 § Level Level Level Level Level Level Level Level Physical Security
8 Elements

Hardened site openings larger than ) v v v v v v 1.1,13.2,14.3
96 square inches (62,000 square
millimeters) in area (e.g., grates on
culverts)
“No Trespassing” signage (every v v v v v v 8.1

50 feet [15 meters])

Site (area between perimeter and facility structures)

Motion-activated lighting ) v v v v 7.0 (9)
Perimeter minimum clear zone o o v v v v 3.0
distance

Second layer of basic fencing ) v v 1.0,1.1
Enhanced second layer of fencing o v 1.2,

that is climb/cut resistant

Intrusion detection at second layer ® v v v 3.0,7.0,9.1,9.2,
of fencing 11.0
Foundation enhancements for o v 1.7

second layer of fencing

Bollards or vehicle barriers around ) v v v v
critical exterior equipment

Bollards or vehicle barriers limiting o v 5.0
vehicle access to area within
second layer of fencing
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TABLE 2-1

Benchmark Security Measures for Raw Water Facilities

System
Objective® Vandals Criminals Saboteurs Insiders
- S Applicable Sections
. © b Base Enhanced Base Enhanced Base Enhanced Base Enhanced in Appendix A,
Security Measure 8 § Level Level Level Level Level Level Level Level Physical Security
8 Elements

Electronic access-controlled Y Y v v 2.2,2.3,10.4
entrance gate for second fence
Signage, buoys and/or float lines to o v
delineate no-entry zone around
lake or river intakes
Transformer (outdoor) — locked ) v v v v 13.3
protective barrier or cage
Generator (outdoor) — locked ) v v v v v 13.3
protective barrier or cage
Switchgear/motor control center ) v v v v 13.3
(outdoor) — locked protective cage
Landscaping that does not obscure ) v v v v v v v v 1.6, 3.0 (3)
building or other assets
Manholes — locked with security ) v v v v v
fastener
Manholes — intrusion detection on ) ) v v v
lock
Facility Structures
Locking caps for valve operator ) v v v v
covers
Valve vault hatches — mechanically o v 10.2,14.2
fastened or locked with shroud
over lock
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TABLE 2-1

Benchmark Security Measures for Raw Water Facilities

System
Objective® Vandals Criminals Saboteurs Insiders
- S Applicable Sections
. © b Base Enhanced Base Enhanced Base Enhanced Base Enhanced in Appendix A,
Security Measure 8 § Level Level Level Level Level Level Level Level Physical Security
8 Elements

Valve vault hatches — double hatch ) v v v 10.2
doors with shrouded lock
Valve vault hatches — double hatch Y Y v v 7.0,9.1,9.2,10.2,
doors with shrouded lock and 11.0
intrusion detection
Protective grating or screen to ) v v v v
shield open basins from objects
that are thrown from outside the
perimeter fence
Industrial-type, tamper-resistant ) v v v v v
door hinges
Key-locked entrance door Y v v v 10.1, 10.2, 13.2 (6)
Exterior doors with status switch ) v v v v v v 8.2,13.1
contact alarmed to security
Electronic access-controlled o ) v v v v v 10.1, 10.3, 10.4, 13.2
entrance door
Automatic locking critical interior ) ) v v v v v
doors, with access control
Double entry system or secured o o v
lobby entry (mantrap)
Blast-resistant exterior doors® o v
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TABLE 2-1

Benchmark Security Measures for Raw Water Facilities

System
Objective® Vandals Criminals Saboteurs Insiders
- S Applicable Sections
. © b Base Enhanced Base Enhanced Base Enhanced Base Enhanced in Appendix A,
Security Measure 8 § Level Level Level Level Level Level Level Level Physical Security
8 Elements
Bollards or vehicle barriers ) v v 5.0
protecting vehicle doors
Break-resistant glass v v v v v
Blast-resistant windows® v
Glass-break detection at windows v v v v 9.3
Interior motion detection